
Stop

don’t click!

and
think – 

Scams look and sound like real emails, messages and calls, 
to trick you into giving over money or personal information.

If it sounds too good to be true, it probably is!

Be aware of scams

If you think someone 
is trying to scam you:

	y Bad spelling or mistakes, including in email 
addresses, links and names.

	y Greetings like “hello dear”, “dear customer” or  
“hi friend”.

	y Promises of – or requests for – money or  
quick cash.

	y Someone asking you for private information or 
an urgent favour. 

	y Messages that just seem weird – they might be 
very formal, confusing, demanding or not in your 
local dialect.

	y Don’t reply or stop replying.

	y Block and report the sender.

	y Never give away any money or personal 
information.

	y Don’t click on any links or downloads.

	y Check with friends, family or the police to see 
what they think.

Signs it’s a scam:

Scams can happen to anyone, so don’t  
be embarrassed.

If you’ve been scammed and 
had your money or information 
stolen, go to the police.

And remember…
If you’re not sure,  
just don’t click!


